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 Do take time to clean up old credit cards from your ac-

count.  

 Do use Two-Factor Authentication to protect all your in-

formation on Amazon.  With all the information that Ama-

zon captures it is important to make sure it is protected 

by every means available. 

 Do frequently update your password for Amazon. 

 Do not link any other accounts to your Amazon account.      

This will limit what outsiders can find out about you, to 

include your pattern of life and hobbies. 

 Do not fall for scams on Amazon or from emails that ap-

pear to be from Amazon.  

 Do not buy from international sellers. Avoiding this will 

help protect you from identity theft and scams. 
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Do’s and Don’ts 

In order to lock down your Amazon account you will need to 

access “Your Account,” located on the upper right side of your 

screen. From the “Account & Lists” option, select the down 

arrow to expand the menu. From this list, select “Your Ac-

count.” Let’s look at the “Login & Security” settings first. 

The “Login & Security” settings are located at the top of the 

“Your Account” page (shown above highlighted in red). 

First, review the general login information provided to en-

sure its accuracy. Next, head down to the “Two-Step Verifi-

cation (25V) Settings” section and select “Edit.” Here, you 

can set up “Two-Step Verification” for your account. This is 

the most important thing you can do to help prevent hack-

ing of your account.  

To set-up “Two-Step Authentication” simply select 

“Get Started” (highlighted in red to the right) and 

follow the steps provided. Because Amazon retains 

some of your most sensitive information, like your 

credit cards and address, this feature is really im-

portant to help secure your account.     
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With each Amazon account comes an 

“Amazon Drive”.  In order to lock 

down your “Amazon Drive,” go back 

to the “Your Account” section (shown 

on page one), and select “ Manage 

Amazon Drive and Photos.” On the 

top right of the screen, select the pro-

file picture to open the “Drive” menu. 

Next, select “Settings” and scroll 

down to the “Manage Third-Party 

Apps” section. Once there, select 

“Manage Login with Amazon.” Here 

you can review any apps you may 

have logged on to through your Ama-

zon account and if need-be, remove 

accounts you no longer use.  
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What is Amazon Drive?    Amazon 

Drive is a secure online storage 

service for your photos, videos 

and files.  Every Amazon customer 

gets 5 GB of free storage to save, 

organize, share and access all your 

files on desktop, mobile and tablet.  

 

Now, let’s go back to “Your Account” and select  “Your 

devices and content”, then select “Change your digital 

and device settings”. You may want to review the set-

tings (next page) to make sure the con-

tent agrees with your needs. We recom-

mend that you review “Saved Wi-Fi 

Passwords” to make sure there are no 

passwords saved that you do not want 

Amazon to retain.   
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Now let’s check the security and privacy settings regarding advertising and communications on your account. Go back to 

“Your Account” and in the “Communication and Content” section (see below), select “Advertising Preferences” so we can re-

view what Amazon provides to you and to advertisers. Personalized ads, sometimes referred to as targeted or interest-based 

ads are based on information about you, such as the products you view, the purchases you make on Amazon, or websites you 

visit where Amazon might provide ads or content.  

We recommend you select “Do Not Personalize Ads from Amazon for 

this Internet Browser.” This does exactly what it says in the title, but for 

the current browser only. Amazon has been known to reset your priva-

cy and other settings if it is opened from a browser different from the 

one used to lock it down originally. It will also reset your settings if you 

clear your cookies and delete your internet history.  This means that 

you will need to go back into Amazon and make sure your settings are 

still intact any time you delete cookies or clear your browser history.  

Now let’s go back to “Your Account” and select “Communication Prefer-

ences” (see above). Select the down arrow to the right of  “Marketing 

Information by Post”, and select “Do not send me marketing infor-

mation by mail” (highlighted in red to the right). This will help to elimi-

nate spam and other marketing emails from cluttering your inbox.  Be 

sure to select the “Update” button to save these changes.   
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Let’s take a look at the “Parental Controls” and settings locat-

ed in the “Video” section of Amazon. To do that you will need 

to go back to “Your Account” and select “Prime Video Settings” 

under “Digital content and devices.”  At the top of the page 

select “Parental Controls”. For parents, it is always important 

to monitor and protect our children from age inappropriate 

material on the internet and television screen. Amazon allows 

parents to set “Prime Video PINs” and “Viewing Restrictions”. 

Setting the restrictions means that any time someone at-

tempts to play a video or other content (depending on the 

device, i.e. the Amazon Fire Stick) they will be required to put 

in a PIN, which will be designated here by you.  If you scroll down on the “Video Settings” page, 

you will find the “Viewing Restrictions” section. 

Here you can select at what age rating you would 

like a PIN to be required. If you scroll even fur-

ther down, Amazon lists other Amazon devices 

(as shown below) that require parental controls 

be set separately. These settings are inherent to, 

and accessed from, the devices themselves. 

We recommend that you take 

time to review each device you 

own and set the parental con-

trols according to your prefer-

ences. This is even more im-

portant for the Xbox and other 

gaming devices. These types of 

devices, if parental controls 

are not set, allow users to in-

teract with others and pur-

chase items using the credit 

card on file.  
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Next, let’s review your securi-

ty and privacy for some of 

your shopping features. Go 

back to “Your Account”, select 

“Ordering and shopping pref-

erences”. We’ll review 

“Manage your lists”, but feel 

free to go through all items in 

this section. 

One of the most public sections of Amazon is the “Wish 

Lists.” If not made private, anyone can view your lists and 

gain information about who you are or who the people in 

your family are (how many, gender, age, etc.). People use 

“Lists” for making Christmas lists, birthday lists, or even 

grocery lists. The titles of these lists are revealing (i.e. a 

child’s name for a birthday or Christmas list). These small 

tid-bits of information could be useful to a social engineer 

or identity thief when combined with other bits of data on 

you.  Amazon has recently changed its privacy options for 

“Wish Lists”, requiring users to enter an email address in 

order to access any “Wish List”, so make sure that infor-

mation is locked down.  New to the “Wish List”, is the option 

to provide Alexa with access to your “Lists”. We do not rec-

ommend you provide such access but instead set each list to 

“Private”.  

Select “Manage your list” from “Ordering and Shopping 

Preferences” in order to begin the process of locking down 

your lists.  Once there, your “Wish Lists” will be on the left 

hand side of the screen (see above).  In order to review and 

change these settings, select the ellipse (as shown above in 

red), and select “Manage List.” From there, select “Privacy” 

and select “Private” from the list.  Be sure to select “Save 

Changes.” 
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Much like a “Wish List”, your registries can also be displayed 

publicly unless you say otherwise.   While still in your “Wish 

List”, go to the top menu and select “Baby Registry.”  To create 

your “Baby Registry” select “Create a new Baby Registry” from 

the center of your page.   Scroll down to “Who can see your 

registry” and select “Shared” or “Private” for the visibility of 

your registry.  It is important to note that if you decide to 

make your registry “Public”, it may be shared on a third party 

website -  TheBump - unless you “Unselect” that option.   

If you have already created a baby registry, you 

simply need to go to the “Registry Settings” and 

change the privacy from there.  It is also important 

to remember to delete your registries when you 

no longer need them.  

Your “Wedding Registry” is equally important to 

lock down. Think about everything that goes into a 

wedding registry, what it might say about a cou-

ple, and how beneficial that information could be 

to an identity thief.  

In order to lock down your “Wedding Registry”, go back to the “Wish 

List” menu, select “Wedding Registry” (see above). From there, scroll 

to the middle and select the appropriate privacy settings for your reg-

istry. We recommend setting your registry to “Private” until you are 

ready to use it and then only to “ People with a link can see this regis-

try” (found in your registry settings highlighted above).  Once you no 

longer need the registry, be sure to delete it.  

Like the “Baby Registry,” the “Wedding Regis-

try” may be listed on a third party vendor - 

TheKnott.com.  It is recommended that you 

not make your registry searchable on The-

Knott.com, select the box to the left of this 

option in order to “Uncheck” it. 
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Most people do not realize that Amazon provides you with 

your own “Public Profile”. This “Profile” and your entire 

“Amazon Account” can be linked to any of your social me-

dia accounts. It is therefore important to review your pro-

file and its settings to ensure it is locked down, not linked 

to other social media accounts, and not searchable by the 

public.  

In order to lock down your Amazon account, go back to 

“Your Account”, select “Your Name’s Amazon.com”, the 

second item on the second menu bar, then “Your Profile” 

on the third menu bar that appears (see above). From 

there, follow the steps below and on the remaining pages to 

best secure your profile.  

Now let’s begin the process of making 

sure your “Profile” is locked down.  Se-

lect “Edit your profile” as shown above 

in red.  In the “Profile page settings” re-

view all of your information to make 

sure only information you want on pub-

lic profile is filled in. We recommend you 

not display your full name in the “Your 

public name” section.  

Scroll down on the page and find the 

“Add social links to your profile” section 

to make sure you have not linked any of 

your social media accounts to your Ama-

zon account. Amazon is a great place to 

shop for just about anything, and as such 

it becomes a picture of who you are and 

who your family might be. This includes 

any product reviews you post on Ama-

zon. It is recommended that if you do 

review products, that you do not put any 

personal information in your review. 
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Now let’s go to the “Edit privacy settings” to review and make sure they are set. Select “Edit privacy settings” (see above) to 

review how they are presently configured. We recommend that you select the box “Hide all activity on your profile” as well as 

“Hide sensitive activity.”   Users can view their “Profile” as a visitor, by selecting “View your profile as visitor” from the top 

right of the “Profile page settings.” This capability allows users to ensure their profile is properly locked down so that infor-

mation specific to the User is not readily available to anyone.  

Next, scroll down to the bottom of the “Edit privacy settings” and make sure the box titled “Allow customers to follow you” is 

not checked.  It is also important to click on the “See who is following you” link to make sure you have not allowed anyone to 

follow you up to this point (below).   

If you have any followers, you can delete them from this link 

and then update your privacy settings as shown above to pre-

clude any future followers. We recommend you do not let peo-

ple follow you on Amazon, but especially if you do not know 

them. 
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Now let’s take a look at 

“Your Browsing History”. Go 

to the top menu bar, from 

either the “Your Profile” sec-

tion or the “Your followers” 

page, and select “Your 

Browsing History”. From 

here, look at the right side of 

your screen and select the 

drop down arrow next to 

“Manage history.” From 

here, it is recommend you 

remove all items and “Turn 

Browsing History” to “Off.”  

 

Amazon has different profiles to help you manage your account and any account you may want 

to create for your children. For instance, a teenager can have their own log in and purchase 

ability, while parents maintain control over purchases. Parents can also add any children un-

der 12 to their accounts to help manage the content displayed on certain devices, such as the 

Fire TV.  “Amazon Household” is an option if you want to share a profile with your whole fami-

ly. Explore these op-

tions by going to your 

“Account”, then 

“Shopping programs 

and rentals”, and 

“Amazon Household”, 

“Teens Program”, etc.  
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